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Your Data Guy

KPIs for Performance evaluatIon

Data Security
Number of security incidents/breaches.
Mean Time to Detect (MTTD) security 

incidents.
Mean Time to Respond (MTTR) to 

security incidents.
Percentage of data encryption coverage

Compliance with data security 
regulations (e.g., GDPR, HIPAA).

Number of compliance violations 
or incidents

Completion rate of data security 
training.

Number of reported security incidents 
by employees

Time taken to identify and contain 
security incidents.

Time taken to recover from security 
incidents.

Effectiveness of incident response 
processes (post-incident analysis)

inciDent reSponSeData compliance employee awareneSS

teams needed to suPPort  
data securIty

Data Security team

• Chief Information Security Officer (CISO)  
or Security Manager

• Security Analysts

• Security Engineers

• Incident Response Team

Data Governance team

• Data Governance Manager

• Data Stewards

• Compliance Officers

it operationS team

• System Administrators

• Network Administrators

• Database Administrators

software Products  
for data securIty

1  encryption anD Key manaGement
Symmetric and Asymmetric Encryption 

Algorithms.
Key Management Solutions (e.g., AWS Key 

Management Service, Azure Key Vault)

2  Data loSS prevention (Dlp)
DLP Solutions (e.g., Symantec DLP, McAfee 

DLP, Forcepoint DLP)

3  Security monitorinG anD auDitinG
Security Information and Event Management 
(SIEM) Tools (e.g., Splunk, IBM QRadar)

4  Data maSKinG anD anonymization
Data Masking Solutions (e.g., Delphix, 
Informatica Dynamic Data Masking)

data securIty assessment

✓ Evaluate existing data security measures  
and vulnerabilities.

✓ Identify potential risks and threats to data 
security.

✓ Assess regulatory and compliance 
requirements.

data ProtectIon core PrIncIPles

openness

Security

collection 
limitation

Collection of personal data 
must be limited, lawful 

and fair

Data controllers must 
comply with the data 
protection principles

Organisations must be open about 
personal data practices

Purpose of collection 
and disclosure must be 

specified

People must be 
able to access 

and correct their 
personal data

Use of data must be 
limited to specific 

purposes

Personal data must be 
relevant, accurate and 

up-to-date
Personal data must be 
subject to appropriate 

safeguards

use 
limitation

account-
ability

Data 
quality

purpose 
specification

access and 
correction

1. Balance Business needs 
against risks/threats/
compliance

2. prioritize Datasets

3.	 Define	Policies	and Risks	
mitigation

4. implement  
Security tools

5. policy orchestration and 
Synchronization

Don’t 
Start 
Here!!

Business 
Strategy

Governance Compliance IT Strategy
Risk 

Tolerance

Data Security 
Policy

User/Admin 
Access

Process Data 
Security

RDBMS Big Data Files Cloud

Crypto DCAP DLP CASB IAM

develoP data securIty governance to stoP all breaches


